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Abstract—In this article, we investigate a secure uplink multiple-
input multiple-output communication system, in which the multi-
ple users transmit information to a legitimate access point (AP)
when a passive eavesdropper exists. A secure multiple access
method is proposed for single-antenna users by employing space–
time line codes (STLCs), which enables noncoherent detection at
the legitimate AP without channel state information (CSI) and
achieves full spatial diversity. While extending the secure STLC
scheme from the single-antenna to two-antenna users by combining
the STLC with artificial noise (AN) injection, we design a low-
complexity AN signals with the optimal power control scheme. The
proposed AN is ensured to be eliminated after STLC decoding at the
legitimate AP, while sustained in eavesdropper’s received signals as
interference. Theoretical sum secrecy rates are derived by consid-
ering time-varying fading channels with the uncertainty of CSI at
the users, and the numerical results verify that the proposed STLC
schemes outperform the existing secure transmission schemes in
terms of the sum secrecy rate.

Index Terms—Artificial noise, noncoherent detection, secrecy
rate, space–time line code.

I. INTRODUCTION

FOR secure wireless communications, along with crypto-
graphic encryption on an application layer, physical-layer

security technologies have been attracting intensive research in-
terest from various fields with numerous successful applications
[1], [2]. Recently, secure communication has been emphasized
for confidential and privacy data communication in various fu-
turistic and potential fifth-generation (5G) systems, such as wire-
less power transmission systems [3]–[7], massive multi-input
multi-output (MIMO) systems [8]–[11], millimeter-wave sys-
tems [12], [13], and unmanned aerial vehicle systems [14]–[16].
The seminal work on information-theoretic security regarding
a wiretap channel in [18] was extended to a Gaussian channel
[19], formally defining secrecy capacity meaning the difference
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between the capacities of the main (transmitter-to-legitimate
receiver) and eavesdropper (transmitter-to-eavesdropper)
channels.

The secrecy capacity has been rigorously analyzed for the
various types of channels under different conditions regarding
the knowledge of the main and eavesdropper channels [20]–
[22]. For example, the secrecy capacity of a quasi-static fading
channel was analyzed in [20], and the secrecy capacity and
achievable secrecy rate regions of a Gaussian multiple access
wire-tap channel were analyzed [21], [22]. MIMO systems were
employed to improve the secrecy capacity [23]. In [24], the
secrecy capacity of a Gaussian MIMO wiretap channel was
analyzed, and, under the full channel state information (CSI)
condition, in which a transmitter, legitimate receiver, and eaves-
dropper know both the main and eavesdropper channels, the
secrecy capacity of a MIMO wiretap channel was analyzed [25],
[26]. As a special case, secure communications for single-input
multi-output (SIMO) systems have been investigated [27]–[29].
A secrecy rate was analyzed in SIMO fading channels when
multiple eavesdroppers are present [27], a distributed jamming
technique was proposed to improve the secrecy rate for a SIMO
system [28], and a two-step transmission scheme was considered
in which the destination first transmits a random reference
symbol to the source and then the source modulates the data
symbol by multiplying the received reference symbol [29]. Im-
perfect CSI has been considered for the secure communications
of multiple-input single-output (MISO) [30], MIMO [31], and
multiuser MIMO [32] systems.

To mask an information signal and/or improve its strength
only at a legitimate receiver, various practical techniques,
such as artificial noise (AN) injection/jamming, precod-
ing/beamforming, and cooperation, have also been studied. By
adding AN to the intended signal, the secrecy capacity can be
significantly improved [33]–[39]. The AN does not affect the
intended signal because it is transmitted in the nullspace of
the effective main channel, while it affects the eavesdropper’s
received signal as interference. The power of AN was maximized
through a beamformer design under a minimum-mean-square-
error constraint at the intended multiple receivers to increase the
secrecy rate [40]. On the other hand, the linear precoding and
cooperative beamforming methods have been also actively stud-
ied in [41]–[43] and [44], respectively, to improve the secrecy
capacity.

Various practical secrecy-achieving schemes based on low-
density parity check codes, polar codes, and lattice codes have
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been studied for some specific wiretap channels [45]–[47].
Moreover, space-time modulation/coding schemes using mul-
tiple antennas have been devised [23], [35], [36]. In [23], it
was shown that if the eavesdropper CSI is unavailable at the
eavesdropper, the transmitter can enforce a zero information
rate to the eavesdropper while delivering positive information
rate to the intended receiver through space-time modulation. In
[35], AN was designed for a secure space–time block coded
(STBC) system with two transmit and receive antennas, i.e., a
2-by-2 MIMO system. In [36], AN signals were designed for a
stacked Alamouti STBC and successfully increased the secrecy
rate of the multiple access channel.

Most studies assume that the eavesdropper channel is avail-
able at the transmitter; however, this is impractical, especially, if
eavesdroppers are purely passive such that they do not actively
attack uplink channel training [10], [48]. In this article, we
consider a time-division duplex (TDD) communication system
composed of multiple users, a legitimate access point (AP), and
a passive eavesdropper, in which the uplink (UL) main channel
is obtained from channel reciprocity by estimating the downlink
(DL) channel; i.e., the main channel is available at users, while
it is not available at the eavesdropper. Furthermore, to hinder an
eavesdropper from estimating the eavesdropper channel, users
do not send any training sequences during UL communications.
Since the absence of a training sequence also prevents a re-
ceiver from estimating the main channel, noncoherent detection
is required at the legitimate AP. Under these CSI conditions,
we propose a secure MIMO transmission method using the
space–time line code (STLC), which requires full CSI at a
transmitter and no CSI at a receiver, where the STLC is initially
proposed in [49], applied to multiuser MIMO systems [50], [51],
power amplifier shuffling [52], machine learning based blind
decoding [53], two-way relays [54]–[56], spatial multiplexing
MIMO systems [57], and secure transmission for a point-to-
point MIMO channel [58]. For single-antenna users, the sum
secrecy rate of UL is derived considering CSI uncertainty at the
transmitter. Moreover, the proposed STLC scheme is extended
to two-antenna users by employing a new AN structure. In
[50], transmit antennas are partitioned into multiple clusters for
concurrently conveying multiple STLC data streams, and thus a
large number of antennas are required to mitigate the interuser
interference. In contrast, by combining the STLC transmission
with AN and TDM, the proposed method increases the sum
secrecy rate with much less number of transmit antennas while
avoiding the interuser interference. The main contributions of
this article are summarized as follows.

1) We define two frame structures based on time-division
multiplexing (TDM) for multiuser MIMO channels, and
propose STLC-based secure transmission methods for the
UL multiple access channels in the presence of a pas-
sive eavesdropper. When the single-antenna users transmit
STLC-encoded information and both the legitimate AP
and eavesdropper have two antennas, the sum secrecy rate
of UL is derived taking into account CSI uncertainty.

2) To further improve the secrecy of the proposed STLC-
based system, two-antenna users with CSI uncertainty are

Fig. 1. Overview of Sections II–IV including the system model, the proposed
secure transmission, and numerical evaluation.

considered that transmits STLC-encoded data in combina-
tion with AN. In contrast to [58], in which the AN signals
were designed for a single-user STLC system by using
singular value decomposition, this article proposes a new
AN design method with low computational complexity,
especially, for multiple STLC users. By employing the
new AN structure, the AN signals from multiple users are
eliminated after STLC decoding at the legitimate AP, and
the sum secrecy rate is improved by optimizing the power
allocation ratio between the desired signal and the AN.

3) Through numerical simulations, the proposed STLC
scheme for single-antenna users is compared to a conven-
tional two-step secure transmission [29], and the proposed
method with AN for two-antenna users is compared to an
existing beamforming scheme with/without AN in [33].
Numerical results reveal that the proposed STLC methods
outperform the existing secure transmission techniques in
terms of the average secrecy rate and the outage secrecy
rate.

As shown in Fig. 1, the rest of this article is organized as
follows. Section II introduces the system model of secure MIMO
wireless communications. In Section III, we propose secure
STLC systems for single-antenna and two-antenna users and
design the AN signals for the two-antenna users, providing
sum secrecy rate analysis. Numerical evaluations verifying the
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TABLE I
VARIABLES USED IN THIS ARTICLE

proposed method are provided in Sections IV, and V concludes
this article.

Notation: A∗, AT , AH , and ‖A‖F denote the complex con-
jugate, the transposition, the complex conjugate transposition,
and the Frobenius norm of a matrix A, respectively; ‖a‖ is the
2-norm of vector a; for a square matrix B, tr(B) and |B|
represent the trace and determinant operators; IN means an
N-by-N identity matrix; 0 represents a vector or a matrix with
all zero elements; RM×N and CM×N are the sets composed of
M-by-N real- and complex-valued matrices, respectively; and
E[·] denotes the expectation operator. In addition, the variables
used in this article are summarized as Table I.

II. SYSTEM MODEL

As shown in Fig. 2, we consider a MIMO wireless com-
munication link composed of a legitimate AP (Bob) with two
antennas, a passive eavesdropper (Eve) with two antennas, and
K users with M antennas, whereM ∈ {1, 2}. We assume that the
passive eavesdropper only receives signals from nearby devices
and transmits no signal to hide wiretapping. {Hk ∈ C2×M}
describe main channels from users to Bob, and {Gk ∈ C2×M}
denote eavesdropper channels from users to Eve, and the chan-
nels Hk and Gk are modeled as flat fading. We assume that the
channels among different users are independent, and also that the
main channel Hk is independent of the eavesdropper channel
Gk. Moreover, it is assumed that the DL and UL channels are
reciprocal in both main and eavesdropping links.

Fig. 2. System model composed of K users with M antennas, a legitimate
access point (AP) with two antennas, and an eavesdropper with two antennas.

Fig. 3. Time division duplexing between Bob and K users, (a) when frame
structure 1 is used and (b) when frame structure 2 is used.

Fig. 3 describes two frame structures based on time-division
duplexing (TDD) and time-division multiplexing (TDM) to
exchange data between the users and Bob. It is assumed that
a DL block includes pilot symbols and a DL payload, and
that a UL block has only a UL payload without a pilot for
secure transmission. For simplicity, we assume that the UL
block duration is identical to all users. In frame structure 1,
K users sequentially transmit a UL block as soon as receiving a
DL block, based on TDD and TDM. In frame structure 2, Bob
periodically transmits a DL block during the DL transmission
interval denoted as “DL,” and K users transmit UL data blocks
through TDM during the UL transmission interval denoted as
“UL” in Fig. 3(b). Define the frame duration as T. L users
contiguously transmit UL blocks between two consecutive DL
blocks, and DL blocks are conveyed K

L times per frame. Also,
define a subframe composed of a DL block and L UL blocks
whose duration is LT

K . Suppose that TDL and TUL are time
intervals for transmission of one DL and UL block, respectively.
When UL and DL transmission intervals are denoted as τT and
(1− τ)T for 0 < τ < 1, respectively, τ = TUL

TDL+TUL
for frame

structure 1 and τ = LTUL

TDL+LTUL
for frame structure 2.

We consider a communication scenario where confidential
and/or proprietary information is transferred from user k to Bob
in the UL, while the pilot and normal data are carried on the DL.
It is assumed that the DL pilot and data are perfectly transferred
to users without active attacks such as jamming and spoofing.

Authorized licensed use limited to: Chungnam National University. Downloaded on September 01,2021 at 07:46:43 UTC from IEEE Xplore.  Restrictions apply. 



CHOI et al.: SPACE–TIME LINE CODE FOR ENHANCING PHYSICAL LAYER SECURITY OF MULTIUSER MIMO UPLINK TRANSMISSION 3339

A block fading channel model is used for Hk and Gk, i.e., the
channel gains are constant during a block and then changed to
new random values in the following block. User k achieves the
CSI of the main channel Hk using the DL pilot, and however,
the CSI of the eavesdropper channel Gk is not available because
Eve, a passive eavesdropper, only receives signals from nearby
devices and transmits no signal.

When user k sends a UL data block at symbol time n, the
received signals at Bob and Eve, yk(n) ∈ C2×1 and zk(n) ∈
C2×1, are given by

yk(n) = Hkxk(n) +wk(n) (1a)

zk(n) = Gkxk(n) + vk(n) (1b)

respectively, where xk(n) ∈ CM×1 is a transmit symbol vec-
tor satisfying E[xH

k (n)xk(n)] = Ek; and wk(n) ∈ C2×1 and
vk(n) ∈ C2×1 represent the noise vectors at Bob and Eve, re-
spectively, with wk ∼ CN (0, σ2

BI2) and vk ∼ CN (0, σ2
EI2).

As a performance measure of information-theoretic security, the
secrecy capacity is defined as

Cs = [CB − CE ]
+ (2)

where CB and CE are the sum-rate capacities of all users at Bob
and Eve, respectively, and [x]+ = max(x, 0). Note that CB and
CE depend on the design method of transmit vectors {xk(n)}.

III. PROPOSED STLC-BASED SECURE TRANSMISSION

A new STLC-based transmission method is proposed for
secure communications in multiuser MIMO systems as shown in
Fig. 2. The STLC with two receive antennas in [49] is employed,
and no pilot or training symbol is transmitted in the UL to make
it difficult for Eve to estimate the eavesdropper channels. For this
reason, Bob recovers the UL data through noncoherent detection.
In the following sections, we first introduce an STLC-based
transmission technique for single-antenna users, i.e., M = 1,
and then propose an AN injection method for the STLC with
two-antenna users, i.e., M = 2.

A. STLC for Single-Antenna Users

A single-antenna user k transmits an STLC-encoded symbol
vector Xk = [xk(1), xk(2)] to Bob with two receive antennas
for secure communications. In this case, Hk and Gk are de-
noted as 2× 1 vectors hk and gk, respectively. When Xk is
transmitted for two consecutive time intervals, it is expressed
as [49]

Xk =
1

‖h̃k‖
h̃
H

k Sk ∈ C1×2 (3)

whereSk = [
sk,1 −s∗k,2
sk,2 s∗k,1

], sk,1 and sk,2 are transmit symbols for

user k with E[|sk,1|2] = E[|sk,2|2] = Ek, and h̃k is the estimate
of the main channel obtained from most recently transmitted DL
pilot symbols. By substituting (3) into (1a) and replacing Hk

with hk, the received signal matrix at Bob is written as

Yk =
1

‖h̃k‖
hkh̃

H

k Sk +W k (4)

where Y k=[yk(1),yk(2)]∈C2×2 and W k=[wk(1),wk(2)]
∈ C2×2. For noncoherent detection, the received signal is rear-
ranged as[

yk(1)

y∗
k(2)

]
=

1

‖h̃k‖

[
hkh̃

H

k

(hkh̃
H

k )∗P

]
sk +

[
wk(1)

w∗
k(2)

]
∈ C4×1 (5)

where P = [0 − 1 1 0] and sk = [sk,1, sk,2]
T . Using h̃k,

the main channel vector hk can be modeled as follows [59]:

hk = αkh̃k +
√

1− α2
keh,k ∈ C2×1 (6)

where αk = 2πfB,kTk is the correlation between hk and h̃k,
fB,k is the normalized Doppler frequency of user k at Bob, Tk is
the time interval between the UL block for user k, and the most
recent DL block, and eh,k ∈ C2×1 is an error vector whose ele-
ments are independent and identically distributed (i.i.d.) random
variables with CN (0, 1

2‖h̃k‖2).
By combining the receive signals in (5) for detecting s1 and

s2, we have

rk �
[
I2 P T

] [yk(1)

y∗
k(2)

]
= αk‖h̃k‖sk + qB,k + w̃k ∈ C2×1 (7)

where w̃k = wk(1) + P Tw∗
k(2) is a combined noise with

CN (0, 2σ2
BI2) and the interference qB,k is given by

qB,k =

√
1− α2

k

‖h̃k‖
(
eh,kh̃

H

k + P Te∗h,kh̃
T

kP
)
sk ∈ C2×1.

(8)
Here, qB,k is distributed with CN (0, Ek(1− α2

k)‖h̃k‖2I2).
From (7), the estimate of sk is obtained as

ŝk =
1

αk‖h̃k‖
rk. (9)

When phase shift-keying (PSK) is used for modulation, the
scaling factor αk‖h̃k‖ is not required for symbol detection.
If non-PSK constellations are used, the scaling factor can be
estimated by using a blind signal-to-noise ratio (SNR) estima-
tion techniques whose Cramer–Rao lower bounds (CRLBs) are
derived in [60]–[62]. Since the CRLB of αk‖h̃k‖ estimate is
approximately given by multiplication of the CRLB of SNR
estimate and the noise variance, the estimation error of the
scaling factor is relatively small compared to the CSI error except
the low SNR region. For this reason, the estimation error of the
scaling factor is ignored in (9). From the receive signals with
CSI uncertainty in (7) and (8), we have the detection signal-to-
interference-plus-noise ratio (SINR) for user k as follows:

SINRB,k =
Ekα2

k‖h̃k‖2
Ek(1− α2

k)‖h̃k‖2 + 2σ2
B

(10)

and the sum achievable rate at Bob is given by

CB =
τ

K

K∑
k=1

log2

(
1 +

Ekα2
k‖h̃k‖2

Ek(1− α2
k)‖h̃k‖2 + 2σ2

B

)
. (11)
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When perfect CSI is available at the transmitter (i.e., αk = 1),
the SINR for user k in (10) is equal to Ek‖hk‖2

2σ2
B

as shown in [49].
On the other hand, the received signal at Eve is expressed as

Zk =
1

‖h̃k‖
gkh̃

H

k Sk + V k (12)

where Zk = [zk(1), zk(2)] ∈ C2×2 and V k = [vk(1),vk(2)]
∈ C2×2. By rearranging (12) in a similar way to (5), we have

zt,k =

[
zk(1)

z∗
k(2)

]
=

1

‖h̃k‖

[
Qk

Q∗
kP

]
sk + vt,k ∈ C4×1 (13)

where Qk = gkh̃
H

k ∈ C2×2 and vt,k = [vT
k (1),v

H
k (2)]T . In

(13), the effective channel Qk cannot be explicitly obtained at
Eve, because no pilot or training symbol is transmitted from
user k. The only way for achieving the CSI about Qk is to use
the UL blocks transmitted from user k in previous frames. It is
intractable to obtain an accurate CSI of Qk in previous frames
due to the lack of pilot symbols. However, we assume that the
CSI of Qk is available from the most recent previous frame to
consider the worst-case scenario.1 In this case, we can write

Qk = βkQ̂k +
√

1− β2
kEQ,k ∈ C2×2 (14)

where Q̂k is the CSI of the previous frame available at Eve,
βk = (2π)2fB,kTfE,kTk is the correlation between Qk and
Q̂k, fE,k is the normalized Doppler frequency of user k at Eve,
and EQ,k ∈ C2×2 is an error matrix whose elements are i.i.d.
random variables with CN (0, 1

4‖Q̂k‖2F ). By substituting (14)
into (13), we obtain

zt,k =
βk

‖h̃k‖

[
Q̂k

Q̂
∗
kP

]
sk + qE,k + vt,k ∈ C4×1 (15)

where qE,k=

√
1−β2

k
‖h̃k‖ [

EQ,k
E∗

Q,k
P
]sk. Here, qE,k + vt,k is the interfer-

ence plus noise term distributed with CN (0, σ̃2
E,kI4), where

σ̃2
E,k is given by

σ̃2
E,k =

(1− β2
k)‖Q̂k‖2F Ek
2‖h̃k‖2

+ σ2
E . (16)

From (15), the sum achievable rate of Eve is derived as follows:

CE =
τ

2K

K∑
k=1

log2

×
∣∣∣∣∣I2+

Ekβ2
k

σ̃

2

E,k
‖h̃k‖2

(
Q̂

H

k Q̂k + P T Q̂
T

k Q̂
∗
kP
)∣∣∣∣∣

1In the worst-case scenario, Eve initially tries to decode the UL signals from
user k using a blind channel estimation method (see [63] and references therein).
If Eve successfully decodes the transmit symbols for user k at the (m − 1)th
frame, the channel between user k and Eve Q̂k can be estimated by utilizing the
decoded symbols as pilot sequences. Then, Q̂k can be used for decoding the
symbols from user k at the mth frame. It is assumed that Eve always successfully
decodes the symbols for user k at the previous frame, in order to evaluate the
worst-case sum secrecy rate.

=
τ

2K

K∑
k=1

log2

∣∣∣∣∣I2 +
Ekβ2

k‖ĝk‖2
σ̃2
E,k‖h̃k‖2

(ĥkĥ
H

k + P T ĥ
∗
kĥ

T

kP )

∣∣∣∣∣
=

τ

K

K∑
k=1

log2

(
1 +

Ekβ2
k‖ĥk‖2

σ̃2
E,k‖h̃k‖2

‖ĝk‖2
)

(17)

where ĥk and ĝk are the main channel and eavesdropper channel
for user k in the previous frame, respectively. From (17), the
detection SINR at Eve is expressed as

SINRE,k =
Ekβ2

k‖ĥk‖2
σ̃2
E,k‖h̃k‖2

‖ĝk‖2. (18)

Finally, by substituting (11) and (17) into (2), the sum secrecy
rate Cs is computed.

Since the eigen-beamforming combined with AN injection
proposed in [33] exploits the nullspace of the main channel Hk,
it is used when the number of transmit antennas is greater than
the number of receive antennas or there is an eigenspace unused
for data transmission. In other words, it does not applicable to a
1× 2 SIMO channel, in which users have a single antenna. The
proposed method improves the sum secrecy rate through STLC
encoding at users and noncoherent decoding at Bob.

B. STLC for Two-Antenna Users With AN

In this section, we extend the STLC-based secure transmis-
sion method to the two-antenna users, i.e., M = 2. To further
enhance the secrecy rate, we design AN signals as in the
eigen-beamforming and STBC schemes [33], [36], and optimize
the power ratio between information-bearing symbols and AN
signals. When user k transmits STLC-encoded symbols with AN
using two antennas, the transmit symbols for two consecutive
time intervals are written as

Xk =

√
pk

γk
H̃

H

k Sk +

√
1− pk
γk

Ak ∈ C2×2 (19)

where H̃k is the estimate of the main channel matrix ob-
tained from the most recently transmitted DL pilot, γk =
‖H̃k‖F , Ak ∈ C2×2 is an AN signal matrix for user k satis-

fying ‖Ak‖2F = ‖H̃H

k Sk‖2F = 2Esγ2
k , and 0 < pk ≤ 1 is the

power ratio between STLC-encoded symbols and AN signals
for user k. Our goal is to find a low-complexity AN design
scheme that utilizes the noncoherent detection structure of STLC
in Section III-A. From (19), the received signal at Bob is
expressed as

Y k =

√
pk

γk
HkH̃

H

k Sk +

√
1− pk
γk

HkAk +W k. (20)

As in (6), the main channel Hk is modeled as

Hk = αkH̃k +
√

1− α2
kEH,k (21)

where EH,k ∈ C2×2 is an error matrix whose elements are
i.i.d. random variables with CN (0, 1

4γ
2
k). In a similar manner to

(4)–(7), we can rearrange Y k for noncoherent detection as
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follows:

rk �
[
I2 P T

] [yk(1)

y∗
k(2)

]

= αkγk
√
pksk +

√
1− pk
γk

bk +
√
pkqB,k + w̃k (22)

where bk = Hk[ak,1,1 ak,2,1]
T + P TH∗

k[ak,1,2 ak,2,2]
H ∈

C2×1;ak,i,j is the (i, j)th element ofAk;qB,k is the interference
by CSI error described as

qB,k =

√
1− α2

k

γk

(
EH,kH̃

H

k + P TE∗
H,kH̃

T

kP
)
sk (23)

and the per-symbol variance of qB,k is given by

σ2
q,k =

1

2
tr
(
E[qB,kq

H
B,k]

)
=

Ek(1− α2
k)

2γ2
k

tr

(
E

[(
EH,kH̃

H

k + P TE∗
H,kH̃

T

kP
)

×
(
EH,kH̃

H

k + P TE∗
H,kH̃

T

kP
)H])

=
Ek(1− α2

k)γ
2
k

2
. (24)

Now, we design the AN signal matrix Ak such that the AN
component bk is completely eliminated from the Bob’s received
signal in (22). From the definition of bk, the AN signal vectors
should fulfill the following condition:

bk = Hkak,1 + P TH∗
ka

∗
k,2 = 0 ∈ C2×1 (25)

whereak,m = [ak,m,1, ak,m,2]
T form ∈ {1, 2}. BecauseHk is

not available at user k, Hk is replaced with the channel estimate
H̃k. Then, by expanding the left-hand side of (25), the AN
nulling condition is modified as follows:

Hc
k,1a

c
k,1 +Hc

k,2a
c
k,2 = 0 (26)

where ac
k,m = [ak,m,1, a

∗
k,m,2]

T for m ∈ {1, 2} and Hc
k,m is

given by

Hc
k,m =

[
h̃k,1,m h̃∗

k,2,m

h̃k,2,m −h̃∗
k,1,m

]
. (27)

Here, h̃k,i,j is the (i, j)th element of H̃k. Using the property
that the columns of Hc

k,m are orthogonal, we can construct the
vectors ac

k,1 and ac
k,2 to meet (26) in a concise form as follows:

ac
k,1 =

‖h̃k,2‖
‖h̃k,1‖

(Hc
k,1)

Hεk ∈ C2×1 (28a)

ac
k,2 = −‖h̃k,1‖

‖h̃k,2‖
(Hc

k,2)
Hεk ∈ C2×1 (28b)

where h̃k,m is the mth column of H̃k and εk ∈ C2×1 is a random
vector distributed with CN (0, EkI2). From our AN design of
(28), it is easily shown that ‖Ak‖2F = ‖ak,1‖2 + ‖ak,2‖2 =
2Esγ2

k .
When the user has the perfect CSI of the main channel, i.e.,

H̃k = Hk, it is readily shown that bk is thoroughly eliminated

from the combined signal rk in (22). In a practical system, the
AN signal is not completely removed due to the imperfect CSI,
and from (21) and (25), the combined AN signal is written as

bk =

2∑
m=1

(
αkH

c
k,m +

√
1− α2

kE
c
k,m

)
ac
k,m

=
√

1− α2
k

2∑
m=1

Ec
k,mac

k,m (29)

whereEc
k,m = [

ek,1,m e∗k,2,m
ek,2,m −e∗k,1,m

] and ek,i,j is the (i, j)th element

of EH,k. Note that E[bk] = 0 and the correlation matrix of bk
is given by

E[bkb
H
k ] =

1

2
Ek(1− α2

k)γ
4
kI2. (30)

Using (29), the combined received signal at Bob is rewritten as

rk = αkγk
√
pksk +

√
(1− pk)(1− α2

k)

γk

2∑
m=1

Ec
k,mac

k,m

+
√
pkqB,k + w̃k. (31)

Therefore, by employing (24), (30), and w̃k ∼ CN (0, 2σ2
BI2),

the detection SINR of Bob is expressed as

SINRB,k =
Ekα2

kγ
2
kpk

1
2Ek(1− α2

k)γ
2
k{(1− pk) + pk}+ 2σ2

B

=
Ekα2

kγ
2
kpk

1
2Ek(1− α2

k)γ
2
k + 2σ2

B

(32)

and the sum achievable rate at Bob is derived as follows:

CB =
τ

K

K∑
k=1

log2

(
1 +

Ekα2
kγ

2
kpk

1
2Ek(1− α2

k)γ
2
k + 2σ2

B

)
. (33)

As the next step, we evaluate the sum achievable rate at Eve
when the AN signal in (28) is used. The received signal at Eve
is written as

Zk =

√
pk

γk
GkH̃

H

k Sk +

√
1− pk
γk

GkAk + V k (34)

where Zk = [zk(1), zk(2)] and V k = [vk(1),vk(2)]. As in
(13), the received signal in (34) is rearranged as

zt,k =

√
pk

γk

[
Qk

Q∗
kP

]
sk +

√
1− pk
γk

fk + vt,k (35)

where Qk = GkH̃
H

k , fk = [
Gkak,1

G∗
ka

∗
k,2

], and ak,m is the mth

column of Ak. Suppose that the CSI of Qk is obtained from
the most recent previous frame to consider the worse case as in
the single-antenna users, i.e., Qk is denoted as (14). Then, we
can rewrite (35) as

zt,k =
βk

√
pk

γk

[
Q̂k

Q̂
∗
kP

]
sk +

√
1− pk
γk

fk +
√
pkqE,k + vt,k

=
βk

√
pk

γk
Q̂

c

ksk +

√
1− pk
γk

fk + ṽt,k (36)
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where Q̂
c

k = [
Q̂k

Q̂
∗
kP

], ṽt,k =
√
pkqE,k + vt,k is the sum of the

interference vector by CSI error and the noise vector, and qE,k is
the same as in (15). From the definition of ac

k,1 and ac
k,2 in (28),

the correlation matrices between ak,m and ak,n are obtained as
follows (see Appendix A for details):

E[ak,1(ak,1)
H ] = EkP T H̃

T

k H̃
∗
kP (37a)

E[a∗
k,2(ak,2)

T ] = EkP T H̃
H

k H̃kP (37b)

E[ak,1(ak,2)
T ] = Ek|H̃∗

k|P . (37c)

Using (37a), the correlation matrix of fk, F k = E[fkf
H
k ], is

given by

F k =

[
GkE[ak,1a

H
k,1]G

H
k GkE[ak,1a

T
k,2]G

T
k

G∗
kE[a∗

k,2a
H
k,1]G

H
k G∗

kE[a∗
k,2a

T
k,2]G

T
k

]

= Ek
⎡⎣GkP

T H̃
T

k H̃
∗
kPGH

k |H̃∗
k|GkPGT

k

|H̃k|G∗
kP

TGH
k G∗

kP
T H̃

H

k H̃kPGT
k

⎤⎦.
(38)

Moreover, v̂t,k of (36) has the distribution of CN (0, σ̃2
E,kI4),

where σ̃2
E,k is given by

σ̃2
E,k =

pk(1− β2
k)‖Q̂k‖2F Ek
2γ2

k

+ σ2
E . (39)

Now, from (36), (38), and (39), the sum achievable rate at Eve
is derived as

CE =
τ

2K

K∑
k=1

{
log2

∣∣∣∣σ̃2
E,kI4 +

1− pk
γ2
k

F k +
pkβ

2
kEk

γ2
k

Ψk

∣∣∣∣
− log2

∣∣∣∣σ̃2
E,kI4 +

1− pk
γ2
k

F k

∣∣∣∣} (40)

where Ψk = Q̂
c

k(Q̂
c

k)
H . Finally, the sum secrecy rate is evalu-

ated by substituting (33) and (40) into (2).
As shown in (40), CE depends on Gk, which is not available

at the user of the proposed STLC-based method. To determine
the optimal power ratio pk maximizing the sum secrecy rate, it
is assumed that the elements of Gk are i.i.d. random variables
with zero mean and variance of Eg . Then, we evaluate E[F k]

andE[(Q̂
c

k)
HQ̂

c

k]with respect toGk to approximately compute
CE without using Gk. From (38), we have

E
[
GkP

T H̃
T

k H̃
∗
kPGH

k

]
= E[GkΦkDkΦ

H
k GH ] = E

[
λ1φ̃1φ̃

H

1 + λ2φ̃2φ̃
H

2

]
= Eg(λ1 + λ2)I2 = Eg‖H̃k‖2F I2 (41)

where P T H̃
T

k H̃
∗
kP = ΦkDkΦ

H
k is the eigen-decomposition

by a 2× 2 unitary matrix Φk and a diagonal matrix Dk =
diag[λ1, λ2], and φ̃m is the mth column of GkΦk. Note that
we used the property E[GkΦkΦ

H
k GH ] = EgI2. Again from

(38), we obtain

E[|H̃∗
k|GkPGT

k ] = E[|H̃∗
k||Gk|P ] = 0 (42)

because E[|Gk|] = 0. Using (41) and (42), the expectation of
F k is given by

E[F k] = EkEg‖H̃k‖2F I4. (43)

Moreover, the expectation of (Q̂
c

k)
HQ̂

c

k is derived as follows:

E[Φk] � E

[(
Q̂

c

k

)H
Q̂

c

k

]
= E

[
Q̂

H

k Q̂k + P T Q̂
T

k Q̂
∗
kP
]

= E[‖Q̂k‖2F ]I2 = E[‖Q̃k‖2F ]I2

= 2Eg‖H̃k‖2F I2. (44)

By replacing F k, Ψk, and σ̃2
E,k with the expectations with

respect to Gk in (40), we have

C̃E =
τ

2K

K∑
k=1

log2

∣∣∣∣∣I4 +
pkβ

2
kEk

(1− pk)EkEg + E[σ̃2
E,k]

E[Ψk]

γ2
k

∣∣∣∣∣
=

τ

2K

K∑
k=1

log2

∣∣∣∣∣I2 +
pkβ

2
kEk

(1− pk)EkEg + E[σ̃2
E,k]

E[Φk]

γ2
k

∣∣∣∣∣
=

τ

K

K∑
k=1

log2

(
1 +

2pkβ
2
kEkEg

(1− pk)EkEg + E[σ̃2
E,k]

)
(45)

where E[σ̃2
E,k] = pk(1− β2

k)EgEk + σ2
E . Notice that we used

the property that |I +AAH | = |I +AHA|. Since (45) still
requires the knowledge of Eg , it is also assumed that the average

SINR of Eve is identical to the SINR of Bob, i.e., E[‖Gk‖2F ]

σ2
E

=

‖H̃k‖2F
σ2
B

. In this case, we get 4Eg
σ2
E

=
γ2
k

σ2
B

, and thus (45) is rewritten
as

C̃E =
τ

K

K∑
k=1

log2

(
1 +

2pkβ
2
kEkγ2

k

(1− pkβ2
k)Ekγ2

k + 4σ2
B

)
. (46)

From (46), the detection SINR at Eve is denoted as

SINRE,k =
2pkβ

2
kEkγ2

k

(1− pkβ2
k)Ekγ2

k + 4σ2
B

. (47)

Now, the sum secrecy rate is modified as Cs = CB − C̃E using
(33) and (46), and the optimal pk can be found by solving ∂Cs

∂pk
=

0 as follows (see Appendix B for details):

pok = min

(
−dk +

√
2d2k − 2ckdk, 1

)
(48)

where ck =
1−α2

k

2α2
k

+
2σ2

B

Ekα2
kγ

2
k

and dk = 1
β2
k
+

4σ2
B

Ekβ2
kγ

2
k

.

IV. NUMERICAL SECRECY RATE EVALUATION

Through numerical simulations, we compare the sum secrecy
rate of the proposed STLC method with conventional secrecy
transmission schemes for 1× 2 SIMO and 2× 2 MIMO sys-
tems, respectively. It is assumed that the DL block duration is
the same as the UL block duration, i.e., TB � TDL = TUL, and
also assumed that the Doppler frequency of user k is identical
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for Bob and Eve, i.e., fd � fB,k = fE,k. The channel matrices
{Hk} and {Gk} are i.i.d. complex Gaussian random variables
with zero mean and unit variance; and the channel gain for
each transmit and receive antenna pair is modeled as block flat
fading so that it is changed in every block according to the block
normalized Doppler frequency fdTB , where TB is the DL or
UL block duration. We set K = 20 and L = 4 in Fig. 3(b).
Thus, τ = 1

2 for frame structure 1 (FS1) and τ = 4
5 for frame

structure 2 (FS2). Besides, TB is the same in FS1 and FS2, and
the frame duration is given by T = 40TB and T = 25TB for
FS1 and FS2, respectively. Every point representing the average
of a sum secrecy rate is obtained by averaging over more than
100 channel realizations.

A. Performance Comparison for 1× 2 SIMO

We evaluate the sum secrecy rate of the proposed STLC-based
transmission method for single-antenna users in Section III-A.
For comparison, we consider the two-step method in [29] and
the maximal ratio combining (MRC) for SIMO systems as well
as the maximal ratio transmission (MRT) for MISO systems.
Numerical simulations are performed for the following secure
communication methods considering FS1 and FS2 in Fig. 3.

1) Proposed STLC: Proposed STLC-based method for 1× 2
SIMO in Section III-A.

2) Two-step method [29]: Two-step method for 1× 2 SIMO,
transmits an arbitrary reference symbol using the eigen-
beamforming with AN in the DL and modulates the data
symbol by multiplying the reference symbol in the UL.
The sum secrecy rate is computed accounting for the
achievable rate loss for the transmission of the reference
symbol.

3) MRT [64] (2× 1 MISO): The conventional MRT scheme
maximizes the detection SNR of the 2× 1 MISO systems
through beamforming. This method is used to compare
the sum secrecy rate of the proposed method and the
MRT when the CSI is available only at the transmitter.
For fairness, the CSI error by fading is considered as in
the proposed method.

4) MRC [64]: The conventional MRC method for 1× 2
SIMO maximizes the detection SNRs at both Bob and
Eve, respectively. It is assumed that both Bob and Eve
have perfect CSIs.

The average sum secrecy rate for various secure transmission
methods is shown across the SNR when the block normalized
Doppler frequency (fdTB)= 0.01 in Fig. 4, and across the fdTB

when SNR = 30 dB in Fig. 5. In Fig. 4, the proposed method
outperforms conventional secure transmission schemes in all
SNR regions irrespective of a frame structure. In Fig. 5, the
proposed scheme with FS1 performs better than the two-step
method, MRT, and the MRC when fdTB > 0.0014, and the
proposed technique with FS2 shows better performance than
conventional methods when fdTB > 0.0018. It is assumed that
Eve achieves the CSI ofGk from the most previously transmitted
UL block to take into account the worst-case scenario, and
thus CE of the proposed method in (17) becomes large when
fdTB is small. If fdTB increases, CE decreases due to the

Fig. 4. Average of sum secrecy rate for various secure transmission methods
across the SNR, when fdTB = 0.01.

Fig. 5. Average of sum secrecy rate for various secure transmission methods
across fdTB , when SNR = 30 dB.

reduction of channel correlation between consecutive UL blocks
from the same user, and therefore the secrecy rate gain of the
proposed STLC method increases compared to existing secure
transmission schemes. When fdTB is very large, the sum rate
of the main channel CB decreases because the CSI error of Hk

increases, and thereby causing the decrease of the average sum
secrecy rate in all secure transmission methods. Since τ = 1

2 for
FS1 and τ = 4

5 for FS2, the proposed STLC with FS2 has better
sum secrecy rate than that with FS1 when fdTB < 0.04. FS1
is more robust to channel variation, because the UL block is
transferred just after the reception of a DL block. When the
channel fade rate is very large (fdTB > 0.04), FS1 presents
better performance than FS2.

Fig. 6 presents the outage probability of the sum secrecy rate
when SNR= 20 dB and fdTB = 0.01. As expected in Figs. 4
and 5, the proposed STLC method shows the huge gain in terms
of the outage probability compared to conventional secure trans-
mission schemes. The two-step method achieves a full secrecy
rate in the UL, yet it requires the prior transfer of the reference
symbol in the DL using a MISO secure transmission method,
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Fig. 6. Outage probability of various secure transmission methods, when
SNR = 20 dB and fdTB = 0.01.

and thus the overall sum secrecy rate is reduced. The MRT and
the MRC methods provide limited secrecy rates because Eve
can detect the UL symbols similarly to Bob. As mentioned
before, FS1 has smaller τ than FS2 in the proposed STLC
method. Therefore, when the target outage probability is 0.001,
the proposed STLC with FS2 has better sum secrecy rate than
that with FS1 by 0.6 bps/Hz.

B. Performance Comparison for 2× 2 MIMO

The sum secrecy rate of 2× 2 MIMO systems is evaluated
for the proposed STLC-based method with AN in Section III-B
and existing secure transmission schemes. As baseline secure
transmission methods, we consider the optimal beamforming
with AN and the eigen-beamforming with AN in [33]. In the
optimal beamforming with AN, the transmit signal is defined as

xk = us
ksk + ua

kak (49)

where sk and ak are the desired symbol and the AN signal for
user k satisfying E[|sk|2] = E[|ak|2] = Es and E[s∗kak] = 0;
and us

k ∈ C2×1 and ua
k ∈ C2×1 are the beamforming vectors for

the desired symbol and the AN signal, respectively. Then, the
secrecy rate maximization problem for user k is formulated as
follows:

max
us

k,u
a
k

log2

(
1 +

Es‖Hku
s
k‖2

σ2
B

)
− log2

(
1 +

Es‖Gku
s
k‖2

Es‖Gkua
k‖2 + σ2

E

)
(50a)

s.t. ‖us
k‖2 + ‖ua

k‖2 = 1. (50b)

When Hk and Gk are available at user k without CSI error,
the optimal beamforming vectors for the desired symbol and AN
can be found by solving (50a) using the interior-point method
[65]. Note that this method is the performance upper bound of
the beamforming with AN. We perform numerical simulations
for the following secure transmission methods in 2× 2 MIMO
channels considering FS1 and FS2 in Fig. 3.

Fig. 7. Average of sum secrecy rate for various secure transmission methods
for 2× 2 MIMO systems, when fdTB = 0.01.

Fig. 8. Average of sum secrecy rate for various secure transmission methods
for 2× 2 MIMO systems, when SNR = 30 dB.

1) Proposed STLC w/AN: Proposed STLC-based method
with AN in Section III-B whose transmit power ratio is
determined by (48).

2) Optimal BF w/AN: Optimal beamforming (BF) with AN
which finds the optimal beamforming vectors from (50a)
using perfect knowledge of {Hk} and {Gk}.

3) Eigen-BF w/AN: Eigen-beamforming with AN in [33].
The transmit power ratio is optimized by a grid search in
the range of 0 < pk ≤ 1 with a grid size 0.01, assuming
that H̃k and Gk are known to user k.

4) Eigen-BF w/o AN [64]: Eigen-beamforming without AN
injection whose beamforming vector is the dominant right
singular vector of H̃k.

The average sum secrecy rate of secure transmission meth-
ods is compared for 2× 2 MIMO systems across SNR when
fdTB = 0.01 in Fig. 7 and across fdTB when SNR= 30 dB in
Fig. 8, respectively. The proposed STLC-based method shows
the best performance in all SNR regions without respect to a
frame structure in Fig. 7. In Fig. 8, the proposed STLC with FS2

Authorized licensed use limited to: Chungnam National University. Downloaded on September 01,2021 at 07:46:43 UTC from IEEE Xplore.  Restrictions apply. 



CHOI et al.: SPACE–TIME LINE CODE FOR ENHANCING PHYSICAL LAYER SECURITY OF MULTIUSER MIMO UPLINK TRANSMISSION 3345

Fig. 9. Outage probability for 2× 2 MIMO systems, when SNR = 20 dB and
fdTB = 0.01.

outperforms the optimal BF without AN and eigen-BF methods
with and without AN when 0.0013 < fdTB < 0.23, and the
proposed STLC with FS1 performs better than other methods
when 0.0031 < fdTB < 0.63. Since the optimal beamforming
with AN finds the beamforming vectors using the perfect Hk

and Gk, its sum secrecy rate is identical irrespective of fdTB

and changed by a frame structure (i.e., by τ ). As in Fig. 5, the
sum secrecy rate of the proposed method decreases when fdTB

is small, and the proposed STLC with FS2 presents better sum
secrecy rate than that with FS1 because FS2 has a larger τ than
FS1. When fdTB > 0.01, the sum secrecy rate decreases in all
secure transmission methods except the optimal beamforming
with AN, because the sum rate of the main channel is reduced
by the increment of CSI error.

Fig. 9 presents the outage probability of the sum secrecy rate
when SNR = 20 dB and fdTB = 0.01. The proposed method
exhibits much lower outage probability than the conventional
MIMO secure transmission methods. Also, the slope of the
proposed method is steepest among the secure transmission
schemes, in other words, the proposed method has smaller
variation of the sum secrecy rate than the existing techniques. As
in Fig. 6, the proposed STLC with FS2 has greater sum secrecy
rate than that with FS1 by 0.9 bps/Hz when the target outage
probability is 0.001.

V. CONCLUSION

When the CSI of the main channel is only available at users
and no CSIs are available at Bob and Eve, we proposed a
new STLC-based secure transmission method that achieves full
spatial diversity at Bob. When users have a single antenna,
conventional secure transmission methods cannot be directly
used, however the proposed method improves the sum secrecy
rate through STLC encoding and noncoherent decoding. When
users have two antennas, the proposed STLC-based method
can be further enhanced in combination with AN injection, by

applying a low-complexity AN design scheme and optimizing
the transmit power ratio between the desired symbols and the
AN signals. Through theoretical analysis of the sum secrecy rate
and numerical evaluations two types of the frame structure, it
was shown that the proposed methods have better performance
than conventional secure transmission methods in terms of the
average and outage probability of the sum secrecy rate, except
the case that the channel fade rate is very low or very high.
Thus, the proposed STLC transmission method can enhance
secure communications for both UL and DL in combination with
conventional DL secure transmission techniques, and can be
used for future communication systems such as sensor networks
that require confidential and private data transfer from multiple
users. By transmitting multiple STLC streams and/or using more
than two transmit antennas, it is expected that the secrecy rate
is further improved.

APPENDIX A
DERIVATION OF CORRELATION MATRICES IN (37A)

From the definition of ac
k,1 and ac

k,2 in (28), we can obtain
the following correlation matrices:

E[ac
k,1(a

c
k,1)

H ] = Es‖h̃k,2‖2 (A.1a)

E[ac
k,2(a

c
k,2)

H ] = Es‖h̃k,1‖2 (A.1b)

E[ac
k,1(a

c
k,2)

H ] = −EsCH
k,1Ck,2. (A.1c)

Note that we used the property (Hc
k,m)HHc

k,m =

‖h̃k,m‖2I2 for m ∈ {1, 2}. Also, from the definitions of ak,m

and ac
k,m, we can write[

aH
k,1,a

T
k,2

]
=
[
(ac

k,1)
H , (ac

k,2)
H
]
P 4 (A.2)

whereP 4 =

⎡⎢⎢⎣
1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

⎤⎥⎥⎦. Using (A.1a) and (A.2), the correlation

matrix of [
ak,1

a∗
k,2

] is denoted as

E

⎡⎣[ak,1

a∗
k,2

][
ak,1

a∗
k,2

]H⎤⎦ = P T
4 E

⎡⎣[ac
k,1

ac
k,2

][
ac
k,1

ac
k,2

]H⎤⎦P 4

= Es

⎡⎢⎢⎢⎢⎢⎣
‖h̃k,2‖2 dk 0 −|H̃∗

k|
d∗k ‖h̃k,2‖2 |H̃∗
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where dk = −h̃∗
k,1,1h̃k,1,2 − h̃∗

k,2,1h̃k,2,2. Therefore, the corre-
lation matrix between ak,m and ak,n are denoted as (37a).
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APPENDIX B
DERIVATION OF OPTIMAL POWER RATIO IN (48)

The sum secrecy rate is given by Cs = CB − C̃E , where CB

and C̃E are defined as (33) and (46), respectively. The first-order
optimality condition, i.e., ∂Cs

∂pk
= 0, is derived as follows:

K log(2)

τ

∂Cs

∂pk

=
2Ekα2

kγ
2
k

2Ekα2
kγ

2
kpk + Ek(1− α2

k)γ
2
k + 4σ2

B

− β2
kEkγ2

k

(1 + β2
kpk)Ekγ2

k + 4σ2
B

− β2
kEkγ2

k

(1− β2
kpk)Ekγ2

k + 4σ2
B

=
1

pk + ck
− 1

pk + dk
+

1

pk − dk
= 0 (B.1)

where ck =
1−α2

k

2α2
k

+
2σ2

B

Ekα2
kγ

2
k

and dk = 1
β2
k
+

4σ2
B

Ekβ2
kγ

2
k

. Since
∂2Cs

∂p2
k

< 0 for 0 < pk ≤ 1 and dk > 2ck, the optimal pk max-

imizing Cs is given by (48).
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